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PROJECT SUCCESS RATES

METHOD SUCCESSFUL CHALLENGED FAILED
Waterfall @ @

Figure 0.1: Agile vs. Waterfall
Source: Anthony Mersino, “Why Agile Is Better than Waterfall (Based on Standish
Group CHAQOS Report 2020).”
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Misconceptions about Industrial DevOps

Agile/DevOps development efforts don't plan.

Agile/DevOps programs constantly change, and that doesn't work for hardware.
Agile/DevOps does not have systems engineering practices.
Agile/DevOps programs sacrifice quality for speed.
Agile/DevOps does not have any documentation.

Agile/DevOps is only for teams, not managers/leaders.
Agile/DevOps requires deploying operations continuously.
Agile/DevOps requires everyone to be colocated.

Agile/DevOps practices are only for software.

Agile/DevOps does not work with safety-critical systems.

Agile/DevOps requires you to complete a whole system in two weeks.

Table 3.1: Misconceptions about Industrial DevOps
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Program/Project 1

Program/Project 2
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Regs./Arch./ Software ~ QA/Test  Envs. & Ops  Support &
Sys. Eng. Dev. Release Maintenance
Mat.

Figure 4.1: Functional Organizational Structure
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Business Outcomes Driven

Program/Project 1

Program/Project 2

Program/Project 3

Regs./Arch./ Software  QA/Test ~ Envs. & Ops  Support &
Sys. Eng. Dev. Release Maintenance
Magt.

Figure 4.2: Matrixed Organizational Structure
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Business Outcomes Driven

im/Prl . . . i

Regs./Arch./ Software  QA/Test  Envs. & Ops  Support &
Sys. Eng. Dev. Release Maintenance
Magt.

Figure 4.3: Divisional Organizational Structure
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Table 4.1: Four Team Types of a Satellite System

Team Topologies
Team Type

Stream-Aligned Team

Enabling Team

Complicated-
Subsystem Team

Platform Team

Description

Aligned to a flow of work from (usually)
a segment of the business domain.

Helps a stream-aligned team to
overcome obstacles. Also detects
missing capabilities.

Where significant mathematics/
calculation/technical expertise is needed.

A grouping of other team types that provide
a compelling internal product to accelerate
delivery by stream-aligned teams.

INDUSTRIAL DEVOPS -+ 15

Satellite System
Team

Payload team

Cyber security team

Guidance, navigation,
and control Team

Continuous delivery
pipeling team



Table 4.2: Three Interaction Modes of a Satellite System

Mode of
Interaction

Collaboration

X-as-a-Service

Facilitation

Description

Working together for a defined
period of time to discover new
things (APIs, practices,
technologies, etc.).

Ong team provides and one team
consumes something
“as a service.”

One team helps and
mentors another team.

INDUSTRIAL DEVOPS + 16

Satellite System
Example

The payload team collaborates
with the guidance, navigation,
and control Team to transmit
navigation signals over S Band.

The guidance, navigation, and
control team can provide
navigation data as a service to
other components.

The thermal team mentors the
structures team.
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Figure 4.4: CubeSat Value Stream
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Customer Need Space Value Stream Value Delivered

Mission Research & Raw Satellite  Value Added
Development Services Services

-

Rocket/Bus Value Stream

Design/ Assembly& Integrated  LaunchSite  cdoh &
Engineering Integration System Test Operations Analysis

—

Satellite Value Stream

Design/ Assembly & Integrated Rocket
Engineering Integration System Test Integration
[E——;

Attitude Control Value Stream

Design/ Satellite

AR Build/Test Integration

Seals and Valves Value Stream

Design/ Satellite

A BuildTest  Integration

Other Components...

Design/ Satellite

icclie Build/Test Integration

Figure 4.5: Example of Nested Value Streams for CubeSat Constellation
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Satellite Value Stream
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TEAMS TEAMS TEAMS

Attitude Control Attitude Navigation Imagery/Camera
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Other Agile Teams Continuous Delivery Pipeline Cyber-Security
Subsystem Platform Team Enabling Team

Figure 4.6: Attitude Control System Team-of-Teams Structure
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Engineering Integration System Test Operations Analysis

—

Satellite Value Stream
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Engineering Integration System Test Integration
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Figure 4.7: Nested Value Stream with Cross-Functional Teams
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Figure 4.8: Manufacturing Floor
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Figure 5.1: Predictive vs. Empirical Process Control
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Figure 5.2: Royce and the Steps for Solutioning a System
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Figure 5.3: Multiple Horizons of Planning
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QOrion Crewed
Exploration

Power & Propulsion

Element (2022)
Orion Spacecraft (2020)
Artemis (2010)

LRO (2009)
ISS—Sustainable Small Commercial Mid-Size Robotic
Low-Earth Capability Landers Landers
2000~ 2019- 2022-

2018 2022

Gateway in Lunar
Orbit (2026)

Advanced Exploration
Lander
2026

2026

Figure 5.4: NASA’s Road Map for Human Space Exploration
Source: Adapted from Foust, “NASA Roadmap Report Provides Few New Details
on Human Exploration Plans,” SpaceNews. September 25, 2018.

https://spacenews.com/nasa-roadmap-report-provides-few-new-details-on-human-exploration-plans/
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Time

Program/product plan (entire time box)
Multiyear plan (1-5-year time box)

Annual plan (1-year time box)

Quarterly plan (12—13 wegks)

Iteration plan (1-4 weeks)

Daily plan (8 hours)

Scope

Product vision
Epic (business outcome)
Epic (business outcome)

Feature (business outcome that fits within
quarter)

User story (user outcome that fits in
iteration)

Task (individual outcome for today)

Table 5.1: Time and Scope Defined
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Table 5.2: Patterns for Decomposition

Pattern

Work flow steps

Business rule variations

Major effort

Simple/complex

Variations in data

Data methods

Deferring system qualities

Operations

Use case scenarios

Scope

Break out all of the steps of the work flow required to
deliver value

Accomplishment of different business rules
Large-effort items can often be split, where the first one is
the instantiation of capability and the remaining continue

to improve

Capture simplest version of feature and complete
remaining to add complexity

Data variations, such as data sources, complexity,
language variants

Split by the user interface itself

Begin with a simple capability and add the system
qualities incrementally

Order of operations, such as CRUD (create, read, update,
delete)

Split by goals or scenarios

INDUSTRIAL DEVOPS - 27



Requirements § Define Requirements

Design § Design Models
Implementation § Develop Capability
Verification or Testing § Test Capability

Deployment & Maintenance § Deploy Capability

Figure 5.5: Big Bang Solution
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Business Problem/Mission Need

What business have you indentified that needs help?
There is a growing demand for improved
weather data with reduced costs and increased
production rate.

Users & Outcomes

What types of users and customers should you focus

on first?

Weather forecast customers who want better,
more accurate data to improve decision-making
and reporting.

Solution Ideas

List product, feature, or
enhancement ideas that
help your target audience
achieve the benefits

they're seeking

Start in a smaller niche
area—impove weather
forecasting accuracy
and data analystics.
Iteratively launch 200
CubeSats over 15
months and improve
operations to reduce
lead time to 12 months
or lower; Low Earth
Orbit solution.

Business Outcomes

What changes in customer behavior will indicate you have
solved a real problem in a way that adds value to your
customers?

Starting with our CubeSat weather mission we
will build from this experience as we scale
with reduced costs and faster time to market.

User Benefits

What are the goals our users are trying to achieve? What is
motivating them to seek out your solution? (e.g., do better
at my job OR get a promotion)

Provide timely weather imagery data and
broaden the coverage so that they can

provide more accurate reports to their user
community.

Hypotheses

Combine the assumptions from 2, 3, 4 & 5 into the following
template hypothesis statement:

“We believe that i I 1 will be achi if

[user] attains [benefit] with [feature].”

Each hypothesis should focus on one feature.

We believe that we will be able to scale our
business if our weather forecast customers
provide more accurate reports to their user
community by receiving more timely data with
wider coverage.

What'’s the most
important thing we
need to learn first?
For each hypothesis, identify
the riskiest assumption. This
is the assumption that will
cause the entire idea to fail
if it is wrong.
Performance
constraints of the
current design;
limitations of imagery/
resolution.

What’s the least amount of work we
need to do to learn the next most
important thing?

Brainstorm the types of experiments you can run to learn
whether your riskiest assumption is true or false.

Use of models for early-stage design study
and simulation of the CubeSat mission.

Figure 5.6: Lean UX Canvas Example: CubeSat

Source: Lean UX Canvas template is used with permission. Jeff Gothelf and Josh Seiden,
Lean UX: Designing Great Products with Agile Teams, 3rd Edition (O’Reilly Media, 2021).
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Year 1 Launch Year 2 Launch Year 3 Launch

| | V¥ | v v
Attitude error | | Integrate Verification/ | |Enhanced Widen customer base with

estimator and test into quallification measurement customized weather app

Attitude control the flight testing reporting

v : hardware

in digital twin New |

and HlL ‘ ew image sensor

‘ Initial weather imagery capability

‘ Enhanced Al capabilities

‘ Build the infrastructure for the digital thread

‘ Build and update digital twin (instances and aggregate)

Figure 5.7: Sample Road Map for CubeSat Mission
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Quarter 1 | Quarter 2 | Quarter 3 | Quarter 4 ‘

gFeature: Develop attitude gFealure: Incorporate attitude gFeature: Develop image- gFealure: Integrate and test

-error estimator and integrate : control algorithms in partial  : processing improvements and  : image-processing updates into :
“into the processor-in-the-loop  : digital twin & hardware-in- “test using the camera PIL :the flight hardware :

“environment ‘the-loop “environment

Feature: Build the :
“infrastructure for digital thread

Figure 5.8: Annual Road Map Broken into Quarters for CubeSat
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Table 5.3 Feature Example with Acceptance Criteria

Feature Acceptance Criteria

Determine attitude error estimator and Incorporate into the target software environment;
integrate into processor-in-the-loop demonstrate on a processor-in-the-loop envi-
environment. ronment/simulation (e.g., hybrid cyber-physical

twin, emulated processor/other subsystems).
Demonstrate the feed to the attitude controller.
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QUARTER 1 QUARTER 2 QUARTER 3

— —
T T
| | |

Feature Y2 j

Feature X1 | Feature X4 T Feature X5 7|
Feature X2 | |
Feature X3 ! ! !
| | |
iy '
| |
Feature Y1 Feature Y4 | |
| |
| |
| |

Feature Y3
b b

- - Rolling Wave 1 — >4 - - Rolling Wave 2 — >4 - — Rolling Wave 3 e

Figure 5.9: Rolling-Wave Planning Example
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Space/Ground
Communication

Ground System

@
Satellite Monitoring P:(y:mgit?:;a
and Supervision & Handling
0BC Payload

Guidance,
Navigation,
and Control
Sensors R AN Actuators

Attitude
Management

Orbit
Management

Figure 5.10: CubeSat Space Ground Communication Use Case

INDUSTRIAL DEVOPS - 34



Quarter 1 Sample

Feature | Iteration 1 | Iteration 2 | Iteration 3 | Iteration 4 | Iteration 5 | Iteration 6 |
Develop attitude Verify that Generate state Determine Perform Port attitude Perform
error estimator and * attitude sensor  estimates based  attitude error ~ * characterization : estimation - characterization :
integrate info the * measures © uponattitude : usingstate  : ofattitude error : Softwareinto  : of attitude error :
processor-in-the- current state andé Sensor estimate and estimation in the PIL estimationin
loop environment. * feeds datato measurements : desired state  : the SIL - environment.  : the PIL

- attitude - inSIL. - from navigation : environment. ~: © environment

 navigation. SinSIL.  and validate

: : : : : + alignment

* with the SIL

: : © environment.
Build the - Define the : Set up of - Build out . Addchange  : Create bill . Ensure
infrastructure for architecture modeling tool connection to management of materials interfaces and
the digital thread.  * of the digital ~ : and interface  : requirements. : process. : (BOM) : traceability.

 thread (MVP). : with backlog; :  structure. :

: © communicate : :

© process.

Figure 5.11: Quarterly Road Map: CubeSat Example
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Table 5.4: Example of an Iteration Backlog Item for Attitude Controller

Feature Iteration 1

Determine attitude error Estimate: <relative size> (e.g., 5 story points)

Sg,ihzt i metly ll)le fed to the Story (1): As an Attitude Sensor, | want to measure the current
atitude controtler state of attitude so that | can adjust the attitude.

Acceptance Criteria:

1. Identify error source inputs for the attitude estimator.

2. For each attitude error source, identify the software
elements that will need to be modified to provide error
estimates to the controller.

3. Update simulation elements for contributors to adjust
attitude error.

4. Model changes in software-in-the-loop (SIL) and
hardware-in-the-loop (HIL).

5. Perform Monte Carlo assessment of attitude adjustment
error estimator in SIL and HIL.
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Figure 5.12: Mob Work
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Figure 5.13: CubeSat Team of Agile Teams
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Design
Management

Product
Owners

Strategic
Development
Plan

Technical Risks

Improvement
Boards

Clarity is Simple

Development Plan

4
Integration & —@—— | 1T {[ ¢
Verification *: *: #:
Plans
N | (R RN RN ot
Targets ; —
J 4 | R o

)

Daily Stand-Up
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e e—
Retro”2
9 Retrospective
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e

Figure 5.14: Saab Gripen Process
Copyright Joe Justice. Recreated with permission.

Source: J

oe Justice et al., “Owning the Sky/SAAB”
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Attitude GN&C Software

Attitude Guidance }—»‘ Attitude Control F+ Attitude Actuators —|

l

Spacecraft

Attitude Dynamics/
Kinematics

Attitude Sensors
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Figure 6.1: Attitude Guidance, Navigation, and Control
Source: Steve Ulrich, professor at Carleton University in Ottawa, Canada, and the founding director of the
Spacecraft Robotics and Control Laboratory.
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Table 6.1: Example Backlog with Objective Evidence for Demonstration

Backlog
ltem

Epic

Feature

Story

Time
Horizon

>1 Quarter

Quarter

Iteration

Description of
What is Needed

Implement attitude
controller

Determine attitude so that we
can adjust the attitude.

Verify that attitude sensor
measures current state
and feeds data to attitude
navigation.

INDUSTRIAL DEVOPS - 41

Objective Evidence
and How It’s
Demonstrated

Incorporate into hardware-
in-the-loop closed-loop
simulation (e.g., partial
physical twin).

Incorporate into the

target software environ-
ment; demonstrate on a
processor-in-the-loop
environment/simulation—
hybrid—cyber-physical twin,
emulated processor/other
subsystems. Demonstrate
the adjustment made in the
attitude controller.

Incorporate into software-in-
the-loop simulation for the
attitude controller.
Demonstrate with the digital
twin/model (the digital twin
is still being built out).



Short Cycles

Small Variance

Inspect and Adapt Inspect and Adapt Inspect and Adapt Inspect and Adapt

Two Weeks Two Weeks Two Weeks Two Weeks

Quick Adjustments
Reduced risk of schedule slippage

Long Cycle Time

Growing Variance

Variations can continue to grow, increasing schedule delays

Figure 6.2: lterative Development Provides Fast Feedback and Decreases Deviations
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Leading Indicators

Measures when driving toward a desired business outcome

- Business Outcomes

Objectives and Key Results

Flow Measures
Feature Progress

Figure 6.3: Leading Indicators of Business Outcomes
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Measure

Flow time

Flow efficiency

Flow velocity

Flow load
Flow
distribution

Work in
progress (WIP)

Table 6.2: Measures of the Flow of Value

Description
Measures time to market; namely the time elapsed from “work start” to
“work complete” on a given flow item, including both active and wait
times."®
Is the ratio of active time out of the total flow time.
Is the number of items being completed over a defined unit of time. In our
context, flow velocity is measured using story points and is the range of

story points a team delivers over several iterations.

Measures the number of flow items currently in progress (active or waiting)
within a particular value stream.

Measures the distribution of the four flow items—features, defects, risks,
and debts—in a value stream’s delivery.

WIP can be thought of as the functionality, architecture, or inventory work
that is in progress but not yet completed.
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Measure

Lead time
(production
lead time)

Cycle time

Table 6.3: Lead Time vs. Cycle Time

Description

“The time required for a product to move all the way through a process or
a value stream from start to finish. At the plant level, this often is termed
door-to-door time. The concept also can be applied to the time required
for a design to progress from start to finish in product development or for
a product to proceed from raw materials all the way to the customer,” as
defined by Lean.Org/Lean Enterprise Institute.

Lead time is the period between the start of a process and its conclusion.

That is, it's the amount of time it takes to make a product or service so it's
usable for the customer.’®

“Time required to produce a part or complete a process, as timed by actual
measurement,”'" as defined by Lean.Org/Lean Enterprise Institute.
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Figure 6.4:

Flow Time lllustrated
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Average feature
flow time = 21 days

Average story
flow time = 8 days
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Total story points/Number of Iterations = Average velocity

Figure 6.5: Flow Velocity for a Team
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Figure 6.6: Cumulative Flow Diagram

INDUSTRIAL DEVOPS - 48



API Contract

Learnability Usability

Accessibility

Redundancy Industrial

DevOps
Architectural
Considerations

Abstraction
Recoverability Availability Reusability
Standardization

Fault Tolerance

Figure 7.1 Architectural Considerations for Industrial DevOps
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1. Encryption of uplink (TTC or payload)
2. Decryption of downlink (TTC or payload)
3. Authentication of satellites, ground stations,

S
etc. A\
4. Signature of software updates for g
reconfiguration ON BOARD
5. Secure key management life cycle
\N 1. Decryption of uplink (TTC or payload)

2. Encryption of downlink (TTC or payload)

3. Authentication of ground stations and
other satellites when needed

4. Verification of signature and secure
update process

5. Secure key management life cycle

ON GROUND

Figure 7.2: Security Architecture for CubeSat
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Figure 7.3: Defense in Depth
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Figure 7.4: Zero-Trust Architecture
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Figure 7.6: The Evolution of Architectures
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Figure 7.7: TwinOps
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Anomaly Detection ——
Cybersecurity ——
Fault Predicition ——
Predictive Maintenance ——
Process Optimization ———
QoS Analysis ——
Resource Allocation

Figure 7.8: AI/ML in Cyber-Physical Systems
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Computation takes
place here

Computation takes
place here

Figure 7.9: Cloud Computing vs. Edge Computing
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1. Collect Data 2. Analyze Data 3. Run Simulations/
Make Predictions

Production Digital Twin

6. Improve Production 5. Make Data-Driven Decisions 4. Visualize Insights

Figure 7.10: Digital Thread
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| Attitude Determination and Control |

Power | | Guidance, Navigation, and Control |
Logical Flight System Logical Flight System |
| Communication / \ Command and Data Writing |
| Structures Payload |

Figure 7.11: Modular Architecture Example
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Figure 8.1: Positive Impact of DevOps
Source: Harvard Business Review Analytic Services, Competitive Advantage through DevOps.
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Figure 8.2: lterate to Reduce Uncertainty
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Term

Queuing theory

Queuing system

Queue

WIP

Throughput

Theory of Constraints

Definition

A mathematical study of delays
in waiting in line

Multiple interconnected queues

A line of things waiting for
processing

A partially finished product or
service awaiting completion.

Average processing rate of the
queue

|dentifies the limiting factor in
throughput, frequently referred
to as bottleneck
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Table 8.1: Queuing Theory Concepts

Example

Tasks queuing up ina
computer system

Manufacturing systems

A line of people waiting at
Starbucks for beverages

An individual working
multiple activities at one time

Average number of people
serviced at the DMV per hour

People, subject matter
experts, machine capacity



Table 8.2: Kanban Practices Defined

Practice

Visualize WIP

Limit WIP

Manage flow

Make policies explicit

Implement feedback loops

Improve collaboratively, evolve
experimentally

Description

The team must be able to visualize the work and the process
it goes through.

The team agrees to limits around how much work can be in
process at a given time. This helps decrease flow time.

Use observation and empirical controls to identify and
address bottlenecks.

The team captures their agreed-upon policies such as WIP
limits, definition of done at each stage, and other rules for
working together. It is the agreement that determines when a
work item in the kanban is ready to move from one column
(state) to the next column (state).

Obtain feedback from users and stakeholders on work
completed

The team continuously learns, innovates, and improves the
state of the product and the process to improve flow.
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Visualize Workflow
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Figure 8.3: Example Kanban Board
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Figure 8.4: Visualizing the Flow of Value through Team Kanban
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HEEEE

Makes routine that which can be routine
Lowers the transaction cost of events
Makes waiting times predictable
Facilitates planning

Makes small batches feasible

Cadence

Example: harmonic
multiple system
integration

p

Causes multiple events to happen at the same time
Prevents alignment errors from accumulating
Facilitates cross-functional tradeoffs

Provides objective evidence

Allows synchronization of design cycles

Synchronization

Figure 9.1: Cadence and Synchronization
Source: Josh Atwell et al., Applied Industrial DevOps.
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Quarterly Road Map Ea.Ch of the
of Features planning horizons
occursona

. regular cadence
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Figure 9.2: Cadence of Multiple Horizons of Planning
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Sunday Monday ‘ Tuesday Thursday Friday Saturday Sunday Monday Tuesday | Wednesday | Thursday Friday Saturday
Quarterly planning
with teams & customer
Tteration
planning
Integrated | Iteration
demo planning
Integrated | Iteration
demo planning
Sunday Monday Tuesday Thursday Friday Saturday
Feature refinement for [ntegrated Iteration
next quarter demo planning
Integrated
demo
Quarterly Planning
with teams & customer
Iteration
planning

Figure 9.3: Example Schedule Based on the CubeSat Mission
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Integrated Integrated Integrated Integrated Integrated Integrated

system review system review system review system review system review system review

and feedback and feedback and feedback and feedback and feedback and feedback
1 2 3 4 5 6

Figure 9.4: Synchronized Cadence
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Continuous Integration, Continuous Testing, Continuous Monitoring

T
“ E @g9.0. @
]

Figure 10.1: Cl Pipeline to Optimize the Flow of High-Quality Features to Users
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Figure 10.2: CI/CD for Firmware Development for Embedded Systems
Source: Mateusz Kowzan and Patrycja Pietrzak, “Continuous Integration in Validation of Modern,

Complex, Embedded Systems.”
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Continuous
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Firmware Design-Build-Test
Hardware Design-Build-Test
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hardware emulation
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Figure 10.3: Software/Hardware Integration
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Figure 10.4: Cross-System Integration for Satellite
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Figure 11.1: Vee Model
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Figure 11.2: Vee Model Teams
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Requirement: The system shall be a gray box.

Interpretation ' . . BOX
Team
Architecture/ Hardware Unit/Integration System Testing
System Firmware Testing
Engineering Software
Development
Figure 11.3: Requirements Interpretations
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* Real-time data acquisition

Figure 11.4: Software-in-the-Loop
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Figure 11.5: Hardware-in-the-Loop
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Figure 11.6: The OV-1 of the Johns Hopkins Test Environment
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Figure 11.7: Behavior-Driven Development
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Figure 11.8: Model-Based Testing

INDUSTRIAL DEVOPS - 81



»4, Linlc ashCubeSatArchModel/..../Plant/Vehicle Dynamicst — [0 X
SIMULATION ~ DEBUG MODELING  FORMAT APPS Bock ™ ¢ v o
o
H EH =2 = F .
Get Linearization Model Control System  Parameter Response  Robot Operating  Embedded Fixed-Point
Add-Ons~ Manager Linearizer Designer Estimator Optimizer ~ System (ROS) Coder Tool
ENVIRONMENT APPS -
4=-> 4 Vehicle Dynamics =l

|®

Referenced Files

LRI E S

<¢/™] Cubesat Mission Enterprise || Space Seg...»[ | CubeSatp[” | GNC) [ Plant...»>a) Venicle Dy..»

CubeSat Rigid Body Dynamics = 2
p(m »
X{m) h(m) »| LatLon
X,(m) »@ StatesOut.X_ecef
Evn. envForces_body X_ecef

V,(m/s) »@ StatesOut.V_ecef |yl
O b F,(N) V_ecef

Forces [R1, R2, R3]
2"

DCM,,

deg)

»@ StatesOut.Eulerv

ned?b(

Evn. envTorques_body [R,,R,,R,,IDCM,
17 be

Rotation Order: ZYX

W0 (deg/s) P

(O )

Ready

Forces
qmnzu

Evn. envTorques_body @——— A, (m/s?)
Kol t,,(JD) o[t utc  ricrf
|'__| < |_ttrff iort

» V_itr v_icl

Spacecraft Dynamics o

p2 K3 >
View Diagnostics 100% VariableStepAuto

Figure 11.9: MATLAB Model

INDUSTRIAL DEVOPS - 82



Digital twin

Config file Test data from
data snapshots » API/UI production

\ A /

Test results

Figure 11.10: Digital Twin—-Based Testing
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final system

System Test
—o [] |= Test the ’
. entire system
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work together
Unit Test
Test individual 7
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Figure 11.11: Multiple Tiers of Testing
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Test Type

Usability

Functional

Performance

Security

Compatibility

Description

Testing applied that ensures
it is user friendly and easy

to use, and that it meets the
needs and expectations of the
end users.

Testing focused on verifying
the system performs as
intended and meets the
specified need.

Testing the system’s perfor-
mance under different
workloads and usage
scenarios to ensure that it can
handle the expected load.

Testing that validates the
system’s security features and
ensuring that it is protected
against potential security
threats and vulnerabilities.

Testing the system’s compat-
ibility with different operating
systems, hardware platforms,
and other applications.

INDUSTRIAL DEVOPS - 85

Table 11.1: Facets of System Testing

Example

Validating that the displays on an
automobile are easy to read.

Verifying that a spacecraft can
communicate with the ground
station.

Performing vibration testing to
ensure the spacecraft can with-
stand the vibrations and shock it
will experience during launch.

Performing penetration testing
that involves simulating an
attack on a satellite to determine
vulnerability.

Testing to validate satellite’s
communications protocols are
compatible with those used by
ground systems and they can
receive and transmit data
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Figure 11.12: System Testing
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Figure 11.13: Chaos Engineering Explained
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Figure 12.1: Steps of Learning
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Build a Generative Culture and Lead by Example

Foundations — Organize — Execute — Improve
Establish a focal point P1: Organize your structure P4: Architect for change and P9: Use the improvement
to drive change. for flow. speed. kata model as a tool for
continuous improvement.
Understand the current state P2: Refactor your planning P7: Opportunities to integrate
and desired improvements. to allow for multiple horizons. earlier.
Leadership backlog. P6: Establish cadence P5: Review product flow.
and synchronization.
Define your change- P8: Begin with tests and
management strategy. P3: Implement data-driven shift left.
decisions.

Define a path for digital capabilities (e.g., automation, digital shadow, digital twins, Industry 5.0, PLM).

Figure 13.1: Industrial DevOps Framework
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Table 13.1: Westrum’s Organizational Typology Model

CATEGORY

1. Pathological
(Power oriented)

2. Bureaucratic
(Rule oriented)

3. Generative
(Performance oriented)

DESCRIPTION

Organizations are managed
through fear and threats. People
are incentivized to hoard or
withhold information to improve
their power stance.

Organizations protect depart-
ments. The members of the
department want to lead the
organization and follow a strict
set of rules where all members
are treated equally.

Organizations focus on the
mission. The organization
implements the mission by intent.
Everything is about successfully
meeting goals and objectives.
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CHARACTERISTICS

Low cooperation
Messengers shot
Responsibilities shirked
Bridging discouraged
Failure leads to scapegoating
Novelty crushed

Modest cooperation
Messengers neglected
Narrow responsibilities
Bridging tolerated

Failure leads to justice
Novelty leads to problems

High cooperation
Messengers trained
Risks shared

Bridging encouraged
Failure leads to inquiry
Novelty implemented
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Figure 13.2: Schedule Grid
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Figure 13.3: Strangler Pattern in Action
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Figure 13.4: The Toyota Improvement Kata
Source: Mike Rother, Toyota Kata.
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Table 13.2: Principles Focused on Organization and Structure

P1: Organize for the Flow of Value

Connection to Other
Principles

How the Principles Work Together

P2: Apply Multiple Horizons of Planning
P4: Architect for Change and Speed
P7: Integrate Early and Often

(P2 and P7) Once the value stream is understood, teams
are organized around the value stream. The product is
defined from vision and high-level yearly plans, with
detailed backlog definition happening closer to execution.
At the implementation level, teams are cross-functional
and develop the product through a series of short iterations
with frequent feedback loops to regularly validate and verify
the features while continuously integrating and testing
throughout the iterative development cycle.

(P4) Consider how the system is architected and how the
organization aligns the teams. The teams must be orga-
nized around the flow of value delivery. Define your value
stream and the products that the value stream produces.
Organize the people around the flow of value. Revisit the
architecture of the system and ensure modularity and
reduce dependencies. While the backlog defines new
functionality, it must also include the work that needs to be
done to continuously evolve the architecture.

P2: Apply Multiple Horizons of Planning

Connection to Other
Principles

How the Principles Work Together

P6: Establish Cadence and Synchronization

Each of the multiple horizons of planning (P2) occurs on a
reqular cadence. Each horizon of planning yields empirical
data demonstrating the success of the plan as it is executed
and identifying necessary adjustments.

The observe-orient-decide-act (OODA) model is utilized in
the military to quickly respond in changing and unpredict-
able environments. Just as in the 00DA model, with each
cycle, take what you observe and learn and feed that learn-
ing into the next cycle for planning and implementation.
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P3: Implement Data-Driven Decisions

Connection to Other
Principles

How the Principles Work Together

P2: Apply Multiple Horizons of Planning

The backlog is defined at multiple levels of decomposi-
tion (epic, feature, user story, task) and is planned within
multiple horizons of planning. As backlog items get closer
to implementation, they are further refined. Each item
contains a description, who needs the capability, business
benefit, and acceptance criteria. As backlog items are
demonstrated, the objective evidence oft what is and is not
working is fed into the next planning cycle.

P6: Establish Cadence and Synchronization

Connection to Other
Principles

How the Principles Work Together

P7: Integrate Early and Often

We bring the understanding of cadence and synchroniza-
tion with us into the cyber-physical world as product teams
plan, develop, and deliver system capabilities. Together
they define the standard of repeatable planning sessions,
large-system integration, and demonstrations of integrated
working capabilities. With large cyber-physical solutions,
these demonstrations are implemented in a hybrid manner
with a mixture of digital and physical artifacts.

As your organization defines the cadence and synchroni-
zation points, communicate the need for Cl at the system
level as early as your environment can enable. Teams that
integrate and demonstrate functionality together will want
to be on the same cadence so their synchronization points
align.
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Table 13.3: Principles Focused on Execution

P4: Architect for Change and Speed

Connection to Other
Principles

How the Principles Work Together

P1: Organize for the Flow of Value

Intentional modular architecture with standardized interfaces
reduces the number of dependencies, which enables the
flow of value to stakeholders. The product backlog defines
new business-facing functionality as well as enablers to
evolve the architecture. Organize teams around the flow of
value in concert with your architecture. One approach when
considering our CubeSat example is having stream-aligned
or complicated subsystem teams implementing capabilities
such as attitude control, attitude determination, and attitude
estimation and filtering while having a platform team build
the infrastructure needed to run the software.

P5: Iterate, Manage Queues, Create Flow

Connection to Other
Principles

How the Principles Work Together

P1: Organize for the Flow of Value

Teams are organized around value streams to improve
the flow and delivery of value. This yields the benefits

of iterative development and incremental delivery. While
iterative development is often thought to be for software
development only, this is not the case, as we have conveyed
throughout this book. Embedded systems and hardware
teams are now engaged in iterative development cycles.
Players in the space industry have demonstrated this
advantage. For example, Rocket Lab has “demonstrated
the ability to support rapid integration and short notice
customer-driven changes in launch schedule, inclination,
and launch site.”

As you are getting started, organize your teams around the
value stream, create product backlogs that align with your
cross-functional Agile team structure, and set up the tool
environment that enables iterative development across
software and hardware with feedback loops in manufactur-
ing and with the customer.
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P7: Integrate Early and Often

Connection to Other
Principles

How the Principles Work Together

Connection to Other
Principles

How the Principles Work Together

P3: Implement Data-Driven Decisions
P5: Iterate, Manage Queues, Create Flow

The goal of integration is to ensure that all of the systems
being developed can communicate and share data effectively.
Integrating early and often is not only from a software per-
spective; it means integrating at the system level. Integrating
early and often not only buys down risks while ensuring fit
for purpose, but when coupled with iterative demonstrations,
it provides real-time information and data about what is
working or not working. Metrics are reviewed to understand
the current system state. As we manage and improve flow,
integrated tool sets and dashboards generate these metrics,
which can be used to see where the bottlenecks are in the
system. Build the system iteratively, integrate early and
often, improve flow, and use data to understand the current
state and to make decisions on the next steps to take in
developing the solution or improving the flow.

P8: Shift Left

P3: Implement Data-Driven Decisions
P5: lterate, Manage Queues, Create Flow

Through experience, we have found that reviewing
requirements through a lens of how they will be validated
and verified has shown to ensure executable requirements.
As you get started with a shift-left implementation, define
your test strategy to incorporate a shift-left testing mindset.
Acceptance tests are written before development begins.
Shift-left manufacturing creates regular feedback to optimize
test processes by identifying areas that are time-consuming
or difficult to test. Verification of designs happens regularly.
Through experience, we have found that reviewing require-
ments through a lens of how they will be validated and
verified has shown to ensure executable requirements. As
you get started with a shift-left implementation, define your
test strategy that incorporates a shift-left testing mindset.
Shift-left manufacturing creates regular feedback to optimize
test processes by identifying areas that are time-consuming
or difficult to test. Verification of designs happens regularly.
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Table 13.4: Principles Focused on Continuous Improvement

P9: Apply a Growth Mindset

Connection to Other All principles

Principles

How the Principles Work A growth mindset requires continuous learning and
Together relentless improvement. Organizations should continuously

measure flow and reduce bottlenecks. Engage the customer
regularly and gather feedback to relentlessly improve the
product and process. Employ retrospectives at all levels and
have a defined process for prioritizing new backlog items
created from the retrospectives. When there is a systemic
problem, take action to determine root causes and the next
opportunities. These improvements should be made visible
to the organization through dashboards and events. Never
stop learning. Embrace change.
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Table 14.1: Barriers and Challenges to Industrial DevOps Adoption

List of Barriers and Challenges to Industrial DevOps Adoption
Lack of consistent implementation of Industrial DevOps—related processes and practices.
Lack of a growth mindset and hesitancy to rethink current ways of working.

Lack of skills and experience hinders the scaling of Industrial DevOps.

Lack of engagement and organizational alignment leaves people unmoved.
Challenges with complexity and dependencies and scaling across teams of Agile teams.

Challenges with regulated environments.
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Utility (Happiness)

Loss Gain

Disutility (Pain)

Figure 14.1: Prospect Theory
Source: Charlotte Nickerson, “Prospect Theory in Psychology.”
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Conclusion

Change is a common thread that runs through all businesses regardless of
size, industry and age. Our world is changing fast and, as such, organiza-
tions must change quickly too . . .

—Kurt Lewin, Change Management

Our path to Industrial DevOps started twenty years ago. Over the years,
we have worked in a variety of settings for different customers across a
myriad of products and integrated systems. We have experienced successes.
We have struggled. We have continued to learn along the way. Based on
this journey, we have collected and shared with you success patterns that
define the Industrial DevOps principles. As you embark on your Industrial
DevOps journey, there are three critical insights to guide your journey:

1. Industrial DevOps applies to the entire system.

2. Digital capabilities enable fast feedback loops and shift-left
practices.

3. People and culture are the key to success.

Industrial DevOps Applies to the Entire System

Industrial DevOps applies to the entire system (the organization and the
cyber-physical system). Thus, it is essential to apply systems thinking and
look holistically across the system for improvements and opportunities.
This has been a primary lesson for us and continues to be validated as we
exchange with companies from around the world who build cyber-physical
systems. While Lean, Agile, and DevOps have existed for decades, it is the
weaving together of these practices across the value stream that improves
the flow and delivery of value. With the rapid advancement of digital
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capabilities and tooling, now is the opportune time to embrace Industrial
DevOps.

As you begin your Industrial DevOps journey, remember to start with
“why.” Why are you making this shift? What is the imperative for your orga-
nization that makes now the right time? According to Simon Sinek in The
Infinite Game, for organizations to stay in the game, it is no longer about
“who wins or who'’s the best” but rather about building organizations that
are healthy and able to survive for decades to come. Work across the orga-
nization to define the business outcomes you are after, define your future
state, and create your road map for getting there. You will need to adjust
along the way—not because your initial plan was wrong but because the
ecosystem around you continuously evolves. Industrial DevOps principles
enable you to inspect, adapt, and course correct so you can take advantage
of emerging markets, new technologies, and changing priorities of the
business. Take with you the coaching tips that we have provided with each
chapter and use them as a guide to take your next steps. Embrace a growth
mindset. Commit to continuous learning.

Digital Capabilities Enable Fast Feedback Loops
and Shift-Left Practices

The advancement of digital capabilities and technologies has created an
environment in which we can now apply what we have learned from the
decades of software development to the world of hardware and manufac-
turing. Digital capabilities have enabled shift-left practices in which testing,
compliance, and design for manufacturing are now part of the integrated
and iterative development process. This shift results in higher-quality prod-
ucts and reduces rework downstream by building in quality and inspections
along the way through integrated system demonstrations. Teams’ pro-
cesses enable short feedback cycles in which they get feedback on cadence
from other teams and stakeholders such as customers, business leads, and
users and can quickly adjust based on the feedback received. Status is not
focused so much on task completion, as now it focuses on demonstrations
based on defined acceptance criteria.

With physical hardware, we are able to shift left as we move physical
development and testing into digital environments. The development of
physical systems continues to take advantage of emulators, simulators, and
prototypes along with the advancement of emerging capabilities such as 3D
printing, additive manufacturing, digital threads, digital twins, and virtual
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reality and augmented reality (VR/AR). Digital capabilities impact not only
how we develop cyber-physical systems but also the factory used to build
the system. The emergence of Industry 5.0 and the smart factory brings
in a wide array of digital capabilities. New capabilities are tested early, and
with improved safety, through the use of automation, robotics and autono-
mous systems, VR/AR, Al, and more. The range of possibilities to improve
operational efficiencies and deliver faster continues to emerge. Shifting left
enables early validation of designs, reduces risks, and builds in quality to
build systems better and faster.

People and Culture Are the Key to Success

Who builds these better systems faster? It is the people. Therefore, the
people and culture of the organization are the key to success. Meet people
where they are in their Industrial DevOps journey and take time to under-
stand their existing culture. In many instances, you will discover that it is
not that people aren’t willing to adopt new ways of working. The hesitancy
is more often because they don’t understand the reason for the change,
they don’t know what it is they are being asked to do, there is fear of failure,
and they are not given the time and support they need to learn. By creating
a culture of continuous learning, you can begin to address these concerns.
Listen to what they need and provide them with the resources, training,
digital tools, and environment necessary to do their job.

With the complexity of large cyber-physical systems, it is recommended
that adoption of Industrial DevOps principles starts with one of the smaller
value streams of the system and then grows. Build off the smaller successes
to generate more success. Our experiences align with Jonathan Smart’s
thinking as described in Sooner Safer Happier:

... people have a limited velocity to unlearn and relearn. You cannot
force the pace of change, even if you think that you are. The outcome
will be new labels on existing behaviors, the robotic maneuvers of
Agile, people in an agentic state waiting for the next order, and lit-
tle actual agility. . . . apply an agile approach to agility and achieve big
through small ?
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Where to Now?

Digital capabilities and new technologies are growing at an unprecedented
rate. As we write this book, we continue to learn more every day about
advancements around us. The world of artificial intelligence (AI) has picked
up speed, with the impact still largely unknown. Based on current obser-
vations, it will change how we build systems, from development through
production and delivery. It will change how we learn. Rote tasks will become
more automated. Higher-level thinking skills and creativity of our teams
will become increasingly important. For instance, a developer may use Al
to help design test cases or to find errors, and Al will learn to ensure those
errors are not repeated.

However, the developer needs to know what questions to ask and what
processes need to be followed and to be able to validate the accuracy of
the information received. And this is just a small example of the changes
swarming upon us. Machine learning, Al, autonomous systems, robotics,
continued enhancement of VR/AR, and more are evolving each day. Con-
tinuous learning and adapting to changing environments is required for
survival and will provide opportunities that we have yet to explore.

We know this journey is not finished, because the world has not stopped
evolving. The “digital age” has only just begun.

The Next Step Is Yours

We have shared and demonstrated the Industrial DevOps principles
throughout this book and have described various tools and techniques
you can use to help you. We have provided examples of companies demon-
strating these principles, and you can see the world around you changing.
Reflecting on what you have read, define your next steps in adopting Indus-
trial DevOps principles to build better systems faster.

As we said at the beginning of this book, “Companies that solve this
problem first will increase transparency, reduce cycle time, increase value
for money, and innovate faster. They will build better systems faster
and become the ultimate economic and value delivery winners in
the marketplace.”

The next step is yours.

Thank you for being part of our learning journey.
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APPENDIX A

CUBESAT 101

In order to build a common mental model while discussing the Indus-
trial DevOps principles in this book, we frequently use the example of a
CubeSat (a cube-shaped miniature satellite). We use this example because
they are cyber-physical systems that are relatively simple to understand.
If you're not familiar with CubeSats, this section will break the basics
down for you.

Machine-based satellites are used for a wide variety of purposes to do
everything from weather forecasting to using a global positioning system
(GPS). Many of us make use of applications such as Google Maps in our
everyday lives to obtain directions to go from one place to another.

Traditional satellite development has a high barrier to entry due
to the expense of design and launch. According to GlobalCom, a typical
weather satellite costs about $290 million to build and between $50 and
$400 million to launch into orbit.* In the late 1990s, two professors from
California Polytechnic State and Stanford wanted to help their students
gain hands-on experience with engineering satellites. They introduced
what is now referred to as CubeSats, which are miniature satellites that are
also cost-effective. A typical CubeSat is a ten-centimeter, or four-inch, cube
with a mass of less than 1.5 kilograms (three pounds).

CubeSats are small but mighty cyber-physical systems (see Figure A.1),
which is why we selected them for our example. They can be as simple or
complex as we want to make them.

Interestingly enough, the use of CubeSats has exploded over the last
fifteen years, with a target demand expected to reach $857.39 million by
2030.2 They have primarily been flown in low Earth orbit (LEO), but now
CubeSats are moving out to deep space. You can build a CubeSat for $1,000
with a launch price of between $10,000 and $40,000. This has changed
the game. Because of their size, they are exponentially cheaper to launch.
And their defined technical standards make it easier for new players to
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enter the market. They can be grouped together to create larger capabili-
ties, such as Starlink, a satellite internet constellation operated by SpaceX.

10cm

10cm

%cm

Figure A.1: CubeSat Dimensions

CubeSat Architecture

We are going to share a high-level architecture and design of CubeSat to
make our examples throughout the book easier to follow. Our CubeSat
components are illustrated in Figure A.2.

| Attitude Determination and Control |

Power | | Guidance, Navigation, and Control |
Logical Fllght System Logical Flight System |
| Communication / \ Command and Data Writing |
| Structures Payload |

Figure A.2: CubeSat Logical Component Architecture
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The description of each of the components is outlined in Table A.1.

Table A.1: CubeSat Logical Component Description

Component

Attitude Determination
and Control

Guidance, Navigation,
and Control

Thermal Determination
and Control

Command and Data
Handling

Payload

Structure

Communication

Power

Description

Detect and control orientation of CubeSat.

Navigation, which tracks current location; guidance, which
uses navigation data and target information to determine
where to go; and control, which accepts guidance com-
mands.

Sensors to detect and control temperature of CubeSat.

Accept commands from ground and dispatch to the
CubeSat.

Collect mission-specific data (weather, location).

Controls for the physical system CubeSat.

Transmit data between CubeSat and ground station on
CubeSat flight data and mission data.

Collect, store, and regulate energy.

Just as with traditional satellites, CubeSats still have to meet strin-
gent requirements, such as using components able to withstand space
conditions. The hardware components for our CubeSat are outlined in
Figure A.3.
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Attitude Determination and Control
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!
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 Reaction Wheels «
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M

Solar Panels
Supporing Circuitry

Spectrometer

Guidance, Navigation, and Control

> GPS Receiver
————— Horizon Sensor
Thrusters
——————— Mechanisms

>

Figure A.3: CubeSat Hardware Component Architecture

In addition to the hardware architecture, we have outlined the software

architecture for our simple CubeSat in Figure A.4.

Attitude Determination and Control

I

Physical Flight System

1

 Hysteresis «———

Electric Power Systems

Optical Detection
Ibsen Evaluation SW

Guidance, Navigation, and Control

— Position Algorithms

Figure A.4: CubeSat Software Component Architecture

The full physical system of interest is outlined in Table A.2.
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Subsystem

Structure

Power and
Thermal

Table A.2: CubeSat Physical Components

Component

Access Port

Frame

Side Panel(s)

Solar Sensor

Solar Panel

Electron Canon

Electromagnet

Electrical Solar
Wind Salil

Electrical Power
System (EPS)

Tether Wheel Motor
and Electronics

Description

Physical surface inter-
face to CubeSat when
itis in the dispenser

Physical structure of
CubeSat

Physical structure of
CubeSat

Small, lightweight dig-
ital sensor that detects
UV and infrared light

Physical aluminum
panels that collect
sunlight and convert
into electrical energy

Used to oust excess
glectrons

Creates a magnetic
field that controls the
amount of electric
current

Propellantless propul-
sion system

Contains batteries that
power the CubeSat

A spool with long
cables that are used
for propulsion,
momentum exchange,
stabilization, or
attitude control
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What It Does
Access your CubeSat with
RBF pin
Hold all of the CubeSat

components

Provide access to compo-
nents in CubeSat

Determines spacecraft
body angles with respect
to the sun

Recharge the batteries in
the EPS

Supports solar wind sail

Rotates spacecraft by
controlling power

Moves the CubeSat

Powers the CubeSat

Creates momentum to
move spacecraft



Subsystem

ADCS

CDHS

Communication

Payload

Table A.2: CubeSat Physical Components Cont.

Component

Tether Endmass

Command and
Data-Handling
System

Command and
Data-Handling
System

Antenna

Radio

Communication
System

Camera

Description

The endmass for the
cables

Electronic circuit
board that consists of
an onboard computer
with interface to all
subsystems.

Electronic circuit
board that consists of
an onboard computer
with interface to all
subsystems.

Copper adhesive tape

Electrical circuit board
that transmits and
receives UHF/VHF
signals

Electronics circuit
board containing
radio, transceiver, and
beacon transmitter and
radio

Optical device to
capture images

What It Does

Attaches to tether

The brain for satellites,
which handles all
operations.

The brain for satellites,
which handles all
operations.

Transmit and receive Sig-
nals for communication

Transmit and receive radio
signals for communication

Communicates with con-
trollers on ground or other
CubeSats in space

Obtains images

CubeSats are advancing space research across a variety of areas such
as data transmission (internet accessibility), reduction of orbital debris,
science and exploration, earth observation (such as predicting natural
disasters), and more.
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CubeSat Mission Scenario

CubeSats fulfill many missions. These might include space imagery to
understand distances between various objects in space, space weather pat-
terns, imagery and data collection such as tracking of endangered animals,
weather events, physical environments, and a variety of science experi-
ments by researchers.

The CubeSat mission we use in this book is to improve weather fore-
casting accuracy to improve the safety of life and property. In our scenario,
we have a targeted customer who is interested in this data to improve
their predictive models and provide better weather forecasting. The initial
goal of the business is to iteratively launch two hundred CubeSats within
the first fifteen months and reduce the lead time to twelve months. The
CubeSats need to be replenished every twelve months while building
enhanced capabilities. The initial launch has a limited set of capabilities,
which will continue to be enhanced with each launch. We include enabling
capabilities such as a digital twin instance for each satellite and artificial
intelligence as part of the satellite network for advanced communications
and data analysis. Due to the number of CubeSats in production and the
advanced technologies and growth of the organization, we have eight small
teams working on the attitude control systems, which includes the config-
uration, modeling, and digital twin capability. The business intends to use
this mission as a starting point, with plans to extend the business over the
next three years.

We selected this mission because it is understandable, regardless of
one’s background and experiences. The affordability of CubeSats is impact-
ing the space industry, breaking down barriers to entry for small businesses,
increasing the ability to innovate and experiment, and improving how we
educate and grow the future workforce.
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APPENDIX B

INDUSTRIAL DEVOPS BODIES
OF KNOWLEDGE

Industrial DevOps is built upon several existing bodies of knowledge.
These bodies of knowledge have been proven and validated for decades
and are foundational to delivering cyber-physical systems. The bodies of
knowledge include Lean, Lean Startup, Agile, DevOps, design thinking,
systems engineering and model-based engineering, architecture, and sys-
tems thinking. A timeline of these bodies of knowledge is presented in
Figure B.1.

The
Phoenix
Project
Waterfall Spiral Scrum Agile  Lean Kanban DevOps release

1970 1986 1995 2001 2003 2006 2009 2013

I I I I @ Manufacturing
1948 1960 1986 1991 1995
TPS Kanban Scrum Lean 3D Printing @ Software Development

Figure B.1: History of Industrial DevOps Bodies of Knowledge

This appendix will introduce you to the multiple bodies of knowledge
we pulled from in defining Industrial DevOps principles for cyber-physical
systems. Please note that we are not advocating for one body of knowledge,
framework, or method over the others. We suggest understanding all of the
tools available in your toolbox and using the correct tools for the problem
that you are trying to solve. In most cases, you will find a composite of mul-
tiple tools is the right answer (see Figure B.2).
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Figure B.2: Industrial DevOps Bodies of Knowledge

Lean

According to the Lean Institute, Lean is a way of thinking about creating
needed value with fewer resources and continuous experimentation.' Lean
concepts date back to Venice in the 1450s, when a process was developed to
sequence and standardize the process of galley shipbuilding for shipbuild-
ers.? The Venetian Arsenal was said to be able to move ships through their
entire production line in an hour.

In 1910, Henry Ford developed his manufacturing strategy for the
automobile, where he arranged people, machines, equipment, tools, and
products to obtain a continuous flow of production. While Ford was not the
inventor of the automobile, what he did was invent an approach to improve
the flow of work with the moving assembly line and the five-dollar workday.?
The assembly line, the use of the conveyor belt, and streamlined practices
improved the production of the automobile, making it more affordable for
more people. Not only did his strategy result in more affordable cars, but
the return to the company resulted in increased wages and improved living
for the employees.*

The concept of Lean evolved with Taiichi Ohno in the 1950s based
on the success patterns and principles of the well-known Toyota Produc-
tion System (TPS). It was further enhanced by W. Edwards Deming’s Total
Quality Management System. In the 1990s, James P. Womack released
The Machine That Changed the World, based on his extensive studies of
the Toyota Production System in Japan.® Womack showed that the Toy-
ota Production System was applicable to any company in any industry in
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any country. His team searched for a term that would describe its universal
nature and the name “Lean” stuck.

Lean, illustrated in Figure B.3, has five key processes: identify value,
map the value stream, create flow, establish pull, and seek perfection. The
most important concept in the Lean process is customer value. Key bene-
fits obtained from using the Lean process are increased efficiency, reduced
waste, increased productivity, and increased product quality. The goals is to
pursue perfection.

1. ldentify 2. Map the
Value Value Stream
5. Seek Perfection 3. Create Flow
6. Establish
Pull

Figure B.3: Lean Production Cycle

Lean Startup

The concept of Lean Startup originated in the early 2000s with Steve Blank
and Eric Ries and evolved into a methodology by 2010. Eric Ries went on
to publish The Lean Startup, a book for entrepreneurs to use continuous
innovation and learning to bring innovative products to market rapidly.
Eric describes a build/measure/learn cycle, illustrated in Figure B.4, which
is simply the scientific method reimagined for business.

Instead of one hypothesis, as we see in the scientific method, Ries pro-
motes two hypotheses, which are a value hypothesis (What problem are we
trying to solve?) and a growth hypothesis (How can I scale the benefit?).
Next, we run an experiment with the fastest, cheapest way to validate the
hypothesis. During the experiment, he recommends not asking for opin-
ions but rather observing people’s behavior about how they interact with
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your product. Based upon observations, adjust the product, with the goal
being to complete the build-measure-learn loop as fast as possible. (The
process he describes very much aligns with how we train algorithms in
machine learning.)

Figure B.4: Build, Measure, Learn

g DERS M e
DATA PRODUCT

Another key concept that Ries defines is a minimum viable product
(MVP), which he defines as a product with just enough features to learn
from.® This concept is often misunderstood across many domains, where
people interpret MVP as something releasable to the customer. For exam-
ple, instead of a cardboard prototype or model that allows quick validation
of our ability to fit various smartphones into a car compartment, we
wait until we can actually release a physical product into the vehicle. This
approach to the MVP delays our learning and reduces our ability to adapt.

Value Stream Management

The concepts of value stream management were published in the book
Project to Product by Mik Kersten in 2018. Forbes defines value stream
management as “a lean business practice that helps determine the value of
software development and delivery efforts and resources.”

Value stream management leverages techniques such as value stream
mapping that were popularized in the 1980s by James Womack and Dan
Jones in regard to their work on the Toyota Production System in the 1980s.
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Agile

Agile is not one single principle or practice but a product development life
cycle, as waterfall is a product development life cycle:

+ Waterfall: predictive, synchronous, phase-gate delivery mechanism
+ Agile: empirical, iterative, incremental delivery mechanism

Agile is an evolution of an iterative and incremental approach to man-
aging work that was first described in the 1930s, when the physicist and
statistician Walter Shewhart of Bell Labs applied what he referred to as
Plan-Do-Study-Act (PDSA) cycles to the improvement of products and
processes.® Multiple practitioners, including W. Edwards Deming, further
evolved the approach to developing products.

In 1986, Hirotaka Takeuchi and Ikujiro Nonaka published “The New
New Product Development Game,” where they compared product develop-
ment to a game of rugby.® They discussed the team as a Scrum that operates
as a single unit moving the ball down the field to accomplish their goal.
They defined development as a holistic approach to building products
that outline six characteristics: built-in instability, self-organizing project
teams, overlapping development phases, “multi-learning,” subtle control,
and organizational transfer of learning. You can see the initial instantiation
of this development life cycle had nothing to do with software.

As is common in all things, what is old became new once again when
a group of software professionals collaborated to build a better approach
to software development. This group defined the Agile Manifesto, illus-
trated in Figure B.5, to minimize challenges associated with software
development.

Individuals and Working Customer Responding
Interactions Software Collaboration to Change
over over over over
Processes Comprehensive Contract Following
and Tools Documentation Negotiation a Plan

Figure B.5: Agile Values
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The Agile Manifesto was written in 2001 and promoted four core val-
ues: (1) individuals and interactions over processes and tools, (2) working
software over comprehensive documentation, (3) customer collaboration
over contract negotiation, and (4) responding to change over following a
plan.’ In addition to the manifesto, the authors agreed to twelve princi-
ples, outlined below in Table B.1, to back up the manifesto.

Contrasted with the waterfall phase-gate life cycle, Agile uses short,
iterative cycles with frequent customer involvement to incrementally
deliver products, resulting in increased adaptability, shorter schedules,

reduced cost, increased transparency, and higher employee morale.

Table B.1: Agile Principles Defined

QOur highest priority is to
satisfy the customer through
garly and continuous delivery
of valuable software.

Business people and devel-
opers must work together
daily throughout the project.

Working software is the
primary measure of progress.

Simplicity—the art of max-
imizing the amount of work
not done—is essential.

Twelve Principles

Welcome changing
requirements, even late

in development. Agile
processes harness change for
the customer’s competitive
advantage.

Build projects around moti-

vated individuals. Give them
the environment and support
they need, and trust them to

get the job done.

Agile processes promote
sustainable development.
The sponsors, developers,
and users should be able
to maintain a constant pace
indefinitely.

The best architectures,
requirements, and designs
emerge from self-organizing
teams.
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Deliver working software
frequently, from a couple of
weeks to a couple of months,
with a preference to the
shorter timescale.

The most efficient and
effective method of conveying
information to and within a
development team is face-to-
face conversation.

Continuous attention to tech-
nical excellence and good
design enhances agility.

At regular intervals, the team
reflects on how to become
more effective, then tunes
and adjusts its behavior
accordingly.



Since 2001, Agile has been known as a software development approach
utilized to improve software delivery. Numerous benefits have been
reported, including increased ability to adapt to change, reduced devel-
opment schedules, reduced development costs, increased product quality,
increased stakeholder transparency, and increased employee morale.
Some of the most common frameworks include Scrum, kanban, Lean,
eXtreme programming (XP), feature-driven development (FDD), dynamic
systems development method (DSDM), and eXtreme manufacturing.
Each framework provides a team structure, communication mechanisms,
tools, and artifacts. The common characteristics of the frameworks are
iterative, incremental, modular, time bound, simple, adaptive, transpar-
ent, collaborative, value focused, continuous feedback, and rapid learning.

While there are many common elements within the frameworks, there
are many underlying practices, as illustrated below by the Agile Alliance’s
subway map." Practitioners select the practices that support their solution
needs. Many of the practices are interdependent on others. One practice
enhances the effects of another. However, it is not recommended to imple-
ment them all at once or in their entirety.

Kanban Definition of Point Planning
board Done estimates poker
(o] O O O O O O Given-When-
Definition of Relative Backlog Then
[} Ready estimation
Lead time Task Backlog |:Rotle- BDD
0 eature
O board grooming© ATDD
Burndown Aceeptance
(o] chart Personas Q . i
Serum of Story mapping O s
Scrums ;
Three i Continuous Mock
o o Questions Story spliting O deployment objects
O Niko-niko _ . ) Continuous )
Sustainable Sign up Iterations ~ Velocity ~ User stories ntegration Refactoring
Pace . ) w0 . . 0D
Pair . Daily Frequent Collective Simple
Programming  meeting releases Ownership design
Project ) . ’
charters© QTeam room el Q Timebox s 3C50 Unit tests
acillication INVEST Rules of
) o Autong}%tﬁg simplicity
Heartbeat ) .
i Quick design Explorator
retrospective Incremental Huick desig tes?‘mg y
development
TeamO (o) (o)
Iterative Version control
development
CRC cards Usability
testing
Lines represent practices from the various Agile “tribes” or areas of concern:
s ¢ Xtreme Programming Scrum — SCTUM
Teams Product management s Product management
Lean s Dev0ps DevOps

Figure B.6: The Agile Subway
Source: Carignan, Louis-Philippe, “Agile, Is It Just a Delivery Mechanism?”
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The initial literature around Agile software development focused on
small, cross-functional software teams that were colocated. The success
that small Agile software teams achieved led to the question of whether
Agile frameworks could be successfully scaled to support many interdepen-
dent teams. According to Digital.ai’s 16th Annual State of Agile Report, the
Scaled Agile Framework (SAFe) is the most utilized scaling framework, with
53% of the scaling users reporting the use of SAFe. The second-most pop-
ular approach is Scrume@Scale, which increased in popularity in 2022 after
years of decline. (The full list of popular frameworks is in Table B.2.)

Table B.2: Most Popular Agile Scaling Frameworks

Framework Author Date Used
Scrum@Scale Jeft Sutherland; 1996 9%
Ken Schwaber
Large-Scale Scrum (LeSS) Craig Larman; Bas Vodde 2005 3%
Agile Portfolio Management Jochen Krebs 2008 3%
Scaled Agile Framework . )
(SAFe) Dean Leffingwell 2011 37%
Disciplined Agile (DA) Scott Ambler 2012 3%
. Henrik Kniberg; 0
Spotiy Anders Ivarsson 2012 5%
Enterprise Scrum Mike Beedle 2013 6%
Unknown/Other N/A N/A 23%

Similar to the team-level frameworks, each one of the frameworks
provides organizational structure, communication mechanisms, tools,
and artifacts. The common characteristics of the frameworks at scale—
that is, requiring the coordination of many agile teams across multiple
functional areas to deliver an integrated product—in addition to the
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team-level ones are team coordination, organization hierarchy, system
architecture, dependency management, requirements management, value
stream management, and the integration of non development functions.

Multiple papers and studies have compared and contrasted the scal-
ing frameworks. Based on that analysis, we have found that at the practice
level, there is a significant amount of overlap and agreement in the recom-
mended practices. Therefore, the Industrial DevOps principles defined in
this book align with any of the scaled frameworks.

DevOps

DevOps evolved from a series of events and was built upon movements that
had come before, including Lean and Agile.

In 2009, Patrick Debois popularized the term DevOps at a Velocity
event in Belgium. Development and Operations teams had a dysfunctional
relationship, which resulted in large delays and defects. Agile software
development exacerbated this existing problem. The two domains had
never been aligned; Development teams are incentivized to deliver fre-
quently, which maximizes change, and Operations are incentivized to keep
the operation baseline stable, which minimizes change. Once software
started being deployed faster, the relationship became untenable.

The solution itself was a simple one. Align Development and Oper-
ations with a common set of incentives, which was to deliver fast while
keeping the operational baseline stable. The result of this simple change
was shorter lead times, lower costs, and increased levels of quality. Now,
over a decade later, there have been countless books to describe this coop-
eration between Development and Operations to deliver capability rapidly
to the user, with the most impactful being The Phoenix Project in 2013.

For purposes of this discussion, we define DevOps as a “mixture of
people, process, and technologies that provides a delivery pipeline enabling
organizations to move both responsively and efficiently from concept
to business outcome.” This aligns with the IEEE standard definition of
DevOps as “a set of principles and practices emphasizing collaboration and
communication between software development teams and IT operations
staff along with acquirers, suppliers, and other stakeholders in the life
cycle of a software system.”*? The principles of DevOps permeate across
the DevOps software pipeline, starting with the team, through release into
production.
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Figure B.7: DevOps Pipeline

Systems Thinking

Systems thinking is a holistic approach to viewing a system through its
constituent parts as well as how those parts interrelate with one another
and within the context of larger systems. The concept of systems think-
ing emerged in 1956, when Professor Jay Forrester founded the System
Dynamics Group at MIT’s Sloan School of Management. Through his
experience building aircraft simulators and building computerized combat
systems, he learned that the biggest impediments to problems were not
on the engineering side but on the management side. He believed that this
was because social systems are far more complex than physical systems.
Through the System Dynamics Group, Forrester was able to mathemati-
cally model complex issues and problems.

) Missed .
U"dW;:Lmate WORK Delivery PEOPLE Hl%?iﬁz?t?our{ce
Commitment

Figure B.8: Causal Loop

Systems thinking provides us with a variety of tools and methods, such
as the causal loop illustrated in Figure B.8, which allows us to model cause
and effect.

Another key tool of systems thinking is the iceberg model, which begins
with the observation of events or data to identify patterns over time. This
approach, outlined in Figure B.9, surfaces the underlying structures that
drive the events and patterns.
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Figure B.9: Systems Thinking Iceberg

Systems thinking is a critical tool to help people solve complex prob-
lems through observation and feedback loops, allowing us to view the
system as a whole instead of just the parts.

Systems Architecture

There is not a common understanding of the definition of architecture
across different domains and industries, so before we tell you why archi-
tecture is important to systems, we must begin by developing a common
understanding of terms such as architecture and systems.

The fifth edition of the Shorter Oxford English Dictionary begins by
defining architecture as “the art or practice of designing and constructing
buildings,” which is not surprising, given the origins. Architecture dates
back to approximately 10,000 BC, when humans moved out of caves and
began building physical structures to meet a set of needs, such as shelter
from the weather in areas where food was plentiful. Later, these needs
became more complex. When we began growing our food, these structures
needed to be built to leverage the local elements to provide safety and com-
fort and to store food.

Choice education further abstracted to “the complex or carefully
designed structure of something.”

INDUSTRIAL DEVOPS -+ 122



In our case, we are designing and constructing systems. So, what’s a
system?

Going back to our trusty dictionary, a system is “a set of things working
together as parts of a mechanism or an interconnecting network.” Some
examples of systems include your phone and your vehicle, but they also
include things you may not have considered, such as the human brain or
society as a whole. Systems can be categorized as natural systems or designed
systems. For this book, we are focused on designed systems.

Given our definition of architecture as the complex designed structure of
something and our definition of system as a set of things working together,
we can assume that to effectively meet our needs, we need to intentionally
design how a set of things work together. This is the basic definition of
systems architecture.

While systems architecture may sound simple, most organizations do
not invest enough in architecting their systems for speed, which includes
people, processes, and tools. All systems have an architecture, but if it is not
intentional, we will not have the culture, process, or technical architecture
to meet our unique needs. The layers of the system that need to be inten-
tionally architected include data, application, technical, culture, system,
performance, and security, which are illustrated in Figure B.10.

There is agreement that organizations that deliver capabilities faster
learn faster, giving them a strong competitive advantage in the market. But
there is not enough discussion about how to intentionally architect our sys-
tems to enable this speed. That is what we’re looking at in this appendix.

Logical — Development

~ s
Scenarios
e N

Process —  Physical

i)
€ 3@
< ]
=
=z
2 @

Figure B.10: Intentionally Architected Views
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Systems Engineering

The International Council on Systems Engineering (INCOSE) is a not-
for-profit organization founded in 1990 that works to advance the state
of systems engineering (the practice of architecting designed systems).
INCOSE defines engineered (designed) systems as a system designed
or adapted to interact with an anticipated operational environment to
achieve one or more intended purposes while complying with applicable
constraints.™

A basic system, illustrated in Figure B.11, exists in an environment
and has a boundary, inputs, processes, and outputs. For example, a ther-
mometer is a basic engineered system. If a thermometer exists in Italy
(environment) and senses the local temperature (boundary), that tempera-
ture is input through the sensor and the thermometer calculates a number
(process) and outputs degrees Celsius.

System Boundary
Environment

Component A
Inputs Transformation Outputs
Process
* Raw Materials * Products
* Human Resources Processing Activities * Services
* Capital o Alter « Information
« Technology * Transport * Results
« Data « Store
* Inspect

Figure B.11: Basic System

There are three basic types of systems: open, closed, and isolated. An
open system can exchange both energy and matter with its environment, a
closed system can exchange energy but not matter, and an isolated system
is where neither energy nor matter can be exchanged. A thermometer is
considered a basic closed system.

A complex system has multiple components and additional feedback
loops, illustrated in Figure B.12, and requires additional work to make
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updates. Consider a thermometer that senses both temperature and humid-
ity. It interacts with two or more components in the system and outputs
readings in degrees for temperature as well as the percent of humidity in the

air.
System Boundary
Environment
Component A Component C
Inputs Outputs
* Raw Materials * Products
. Human Resources o Serwces.
* Capital e * Information
* Technology \ / * Results
* Data

Component B

Figure B.12: Closed System with Feedback

The next level of complexity is a system of systems, which is a collection
of systems that pool resources together to create a more complex system
with increased capabilities (illustrated in Figure B.13). Let’s consider the
average digital thermometer that controls the heating and cooling of your
home. These thermometers often have additional components that not
only read the temperature but compare the temperature to low and high
preset threshold settings. The thermometer not only outputs readings in
degrees but also determines whether to trigger heating or air-conditioning
systems based on the thresholds that have been set.

If the common thermometer that controls the heating and cooling of
your house is a complex system of systems, how would you describe a car?
A satellite? A collection of satellites? Or SpaceX’s Starlink satellite inter-
net constellation? Given the level of complexity of these systems and their
criticality to our daily lives, an intentionally disciplined approach to archi-
tecture across all of the system layers is required to meet the needs of all
system stakeholders and especially our customers.
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Figure B.13: System of Systems

What’s an Interface?

Systems are connected through a series of system interfaces, which estab-
lish physical connections between systems with a common messaging
syntax so that data is understood by both systems. The fundamental aspect
of an interface is functional and is defined as the inputs and outputs of
functions. Physical interfaces are functions that are performed by physical
elements (system elements), and inputs/outputs of functions are also car-
ried by physical elements.

Both functional and physical aspects are considered when designing
interfaces. A detailed analysis of an interface shows the function “send”
located in one system element, the function “receive” located in the other
one, and the function “carry” as being performed by the physical interface
that supports the input/output flow.

The architectural interface embraces the concept, allowing its design to
be conceived as elements that run independently from each other to allow
technological progress without compromising the system.
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Architecture of interfaces requires extensive analysis of a variety
of trade-offs including performance, scalability, reliability, availability,
extensibility, maintainability, manageability, and security. There is no one
best practice; it’s key to understand your system of interest (SOI) and the
context in which it will exist.

Conceptual Models

A systems engineer will start the architecture process with a series of
conceptual models that help the engineer to reason out the types of struc-
tures and behaviors that are necessary for the system they are designing.
The models include (in order) logical architecture, process architecture,
development architecture, physical architecture, and scenarios and use
cases:

Logical architecture: This is a representation of the structure of
the system technology concepts. The goal is to be able to commu-
nicate the architecture of the system and understand the intent
without having to make specific technology choices. Logical archi-
tecture can be used to describe the functionality of the system to
the end user. The two most common diagrams utilized for logical
architecture are class diagrams (which represents the structure of
the system) and state diagrams (which represents the behavior of
the system).

Process architecture: After the logical architecture has been
established, systems engineers produce a process definition.
Process diagrams communicate dynamic aspects of the system.
Common diagrams utilized in process architecture are sequence
diagrams (process flow in a time sequence), communication dia-
grams (interactions between objects), and activity diagrams
(workflow with steps and actions).

Development architecture: The development views can be used
to share how engineers plan to implement the functionality of the
system. The most common diagrams for development are compo-
nent diagrams (wiring of the software components) and package
diagrams (demonstrates dependencies). Package diagrams are an
excellent way to communicate dependencies and share the hierar-
chy of elements.
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Physical architecture: This architecture communicates the
physical aspect of the systems, such as the connections between
components. Deployment diagrams are commonly used to demon-
strate where capabilities are located physically and the execution of
the architecture of the system.

Scenarios and use cases: Lastly, scenarios and use cases demon-
strate the architecture in action. Use cases communicate a flow
of activities and typically have multiple personas to demonstrate
multiple paths through the system. The paths through the system
can be aligned with the backlog, with each path representing one
or more features.

Business Architecture

According to Red Hat, “Business architecture is a foundational practice that
bridges the gaps between business and technology.”** Business architecture
originated in the 1980s in cross-organizational design but has evolved to
become a first-class citizen in the enterprise architecture frameworks.

Establish Assess Architect Establish
Business Business Business Initiative Deploy
Strategy Impact Solution Plans Solution

Business Architecture

Figure B.14: Business Architecture

Business architecture provides a line of sight from business objectives
to execution. This transparency enables alignment across the organization,
which is important to be able to deliver value to our stakeholders. How
many times have you seen different portions of your organization working
toward conflicting goals? The lack of transparency creates excessive waste,
hindering delivery.

Data Architecture

While there is no single definition of data architecture, for our purposes,
we will define data as facts and statistics collected together for reference or
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analysis and architecture as the complex designed structure of something.
Therefore, data architecture is the organization of facts and statistics to be
utilized for reference or analysis throughout the life cycle.

Over the years, data has moved from siloed and on-premises solutions
to open, cloud-based offerings based on the needs of the business, the
technology available, and the constraints of the system, as illustrated in
Figure B.15. Key considerations in developing the best data architecture
include what your budget is, where the sources of your data are, what
types of data you have (structured, semistructured, unstructured), what
regulations you have on where data is located, how your data will be used
(reporting, streaming analytics), and how you need to present the data.

Data architecture exists on a spectrum where one side of the spectrum
for data architecture is on-premises, siloed, and consolidated data within silos
and the other end of the spectrum is cloud-based, open, and federated. Given
society’s need for more knowledge faster, it’s likely your business needs to
continuously move to cloud-based, open, and federated for optimal perfor-
mance and speed.
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Figure B.15: Data Architecture Evolution
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Software/Application Architecture

For our discussion, we are going to use TechTarget’s definition of application
architecture, which they define as a structural map of how an organization’s
software applications are assembled and how those applications interact
with each other to meet business or user requirements.'® The application
architecture evolution illustrated in Figure B.16 has been evolving since
the 1980s. Application architectures have evolved from monolithic archi-
tecture, which is a single unified unit; to service-oriented architecture,
which decomposes the single unit into a set of modules; to microservices,
which further decomposes into decoupled units of capability; and finally
to serverless, which runs those discrete microservices on demand. Just
as with the other architecture domains, the trend is toward modular and
loosely coupled capability.
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Figure B.16: Evolution of Software Architecture

Software architecture intentionally defines how things connect to
ensure we have a scalable, reliable, and available solution. You need to
invest in your architecture if the knowledge to build the system exists only
in the wetware of your teams. Patterns to consider when architecting your
application architecture include layered, client-server, event-driven, micro-
kernel application, and microservices:

Layered architecture: Software components are separated into
layers of work. The most common is N-tier architecture, which
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typically has four layers (presentation, business, application, and
data). This is a great option if you are building web applications.

Client-server architecture: This pattern has a server and mul-
tiple entities. The clients make requests, and the server responds.
This pattern is ideal for banking applications.

Event-driven architecture: This pattern involves services that
are triggered by an event, such as user interaction. This is an excel-
lent pattern for websites.

Microkernel application architecture: This pattern involves
a core application with plug-in modules. This pattern is best for
product-based or scheduling applications.

Microservices architecture: This pattern basically builds small
services and aggregates them like building blocks to create larger
solutions. This pattern can be used on a range of websites to real-
time embedded systems.

Design Thinking

Similar to systems thinking, design-thinking concepts were formulated in
the 1950s and evolved in the 1960s with what was referred to as design sci-
ence. Design thinking is a human-centered approach to developing products
and services. The second wave of design thinking came with Nigel Cross, a
human-computer interaction researcher, who published “Designerly Ways
of Knowing.” The 1990s continued to evolve design thinking concepts with
the publishing of “Wicked Problems in Design Thinking.”*¢

There are six steps in the design thinking process: empathize, define,
ideate, prototype, test, and implement (illustrated in Figure B.17). The steps
allow designers to immerse themselves in their customers’ experiences to
provide better products.

We have all experienced products that were not intuitive and created
problems instead of solving them. The body of knowledge built around
design thinking allows everyone to be creative designers, instead of a rare
few, with a few proven principles defined next:
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1. Empathize: Understand the problem from your customer’s
viewpoint through observation and engagement.

2. Define the problem: Create a clear statement of the problem

we are trying to solve.

Ideate: Brainstorm solution ideas.

Prototype: Build a tactile, low-cost solution to the problem.

Test: Get feedback from your prototyped solution.

Implement: Build the final solution.
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Test Ideate
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Figure B.17: Six Steps of Design Thinking

Harvard Business Review describes how people are rooted in status quo
or behavioral norms that block our ability to imagine new possibilities.”
Design thinking has allowed many businesses to overcome these challenges

to build superior solutions.
Digital Engineering

According to the Software Engineering Institute, digital engineering is
defined as an “integrated digital approach that uses authoritative sources
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of systems data and models as a continuum across disciplines to support
life cycle activities from concept through disposal.”*® Digital engineering
encompasses a number of methods and tools, including modeling, digital
twins, augmented reality, virtual reality, and quantum computing, to name
just a few. Digital engineering has exploded across various domains, from
aerospace and automotive to energy and health care. The common denom-
inator is that they have to reduce the cost and schedule of products while
maintaining safety and security.

Digital
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Autonomus Things Digital Twin
Blockchain
Augmented Analysis Empowered Edge

Smart Spaces
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Mesh

Al-Driven Development Immersive Experience

( Privacy and Ethics

)
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Figure B.18: Digital Engineering

The US Department of Defense (DoD) builds some of the most complex
bespoke systems in the world. To that end, they have adopted a digital engi-
neering approach to modernizing how the DoD designs, develops, delivers,
operates, and sustains systems. In 2019, Philomena Zimmerman from the
Office of the Under Secretary of Defense for Research and Engineering
wrote extensively about the DOD’s Digital Engineering Strategy and out-
lined its goals, outlined in Figure B.19. The goals of digital engineering are
to provide increased visibility, accuracy, and adaptability for physical sys-
tems and their stakeholders.
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Figure B.19: DoD Digital Engineering Goals

Agile Manufacturing

Lean principles have been well grounded in manufacturing for decades. Lean
focuses on reducing waste and improving flow and sustaining it. Sustaining
products to keep their value requires a continuous improvement mindset,
another core component of Lean. Henry Ford was also interested in how
to improve flow and productivity. This led him to implement and use the
conveyor belt on the assembly line, which resulted in significant gains in
manufacturing production. The Lean community is entrenched in improv-
ing flow with additional practices that enable flexibility and adaptability.

The combination of Lean with Agile principles has shifted parts of
manufacturing to focus not only on flow and the delivery of products but
on how to build better systems that are faster, more flexible, and more
adaptive. This is known as Agile manufacturing and eXtreme manufactur-
ing, which are similar in principle.

eXtreme manufacturing started in 2006 with Joe Justice of Wikispeed.
Wikispeed designed and manufactured cars for the road and the racetrack.
Wikispeed set records for speed of development and won on of the most
famous car races in the world, the Niirburgring 24 Hours in Germany.

The Agile practices used included modular architecture, mob develop-
ment, and eXtreme programming from the software world. These practices
have evolved into a set of principles and practices for hardware and in a
domain area with high safety requirements and a highly regulated environ-
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ment. This approach to manufacturing products creates an environment
with digital tools and designs, providing the ability to adapt to new prior-
ities and technologies quickly. Justice has since gone on to work at Tesla
and shares Agile hardware practices globally with books, blogs, keynotes,
conferences, classes, interviews, and more.

In the publication Agile Manufacturing, Nicola Accialini defines this
concept as “being able to offer a greater production mix using fewer
resources.”’® Agile manufacturing includes faster product development
cycles and the ability to develop the factory as an Agile manufacturing sys-
tem. The smart factory is a cyber-physical system. As a result, we are using
cyber-physical systems (aka the factory) to build cyber-physical systems
(e.g., cars, spacecraft).

The Agile manufacturing system is reconfigurable quickly “according
to the production mix and market demands, with high-level autonomy.”*
The ability to achieve mass customization in the factory is built on the
foundation and mindset of innovation, training, collaboration, and lead-
ership enabled through three pillars: Modularity and Flexibility, Lean
and Six Sigma, and Automation/Industry 5.0, as depicted by Accialini in
Figure B.20.

Figure B.20: The Three Pillars of Agile Manufacturing Systems
Source: Nicola Accialini, Agile Manufacturing.

Used with permission.
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Additive Manufacturing

Additive manufacturing (AM) is defined by ASTM International as “a pro-
cess of joining materials to make objects from 3D model data, usually layer
upon layer, as opposed to subtractive manufacturing methodologies.”
Additive manufacturing began in the late 1980s with stereolithography
(SLA) from 3D Systems, a process that solidifies thin layers of ultraviolet
(UV) light-sensitive liquid polymer using a laser. This process of incremen-
tally building up a three-dimensional object in layers is also referred to as
3D printing. The 3D printing process is illustrated below in Figure B.21.
The 3D printing steps are:

1. Create a 3D model.

2. Convert the 3D model into an .STL file that can be sliced into
thin layers.

3. Transfer the .STL file to the 3D printer.

4. Set up the machine (3D printer) with configuration parameters
and materials.

5. Build the product per motion coding.

6. Remove the product from the printer.

7. Complete post-processing tasks (cleaning, polishing, painting).
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Figure B.21: 3D Printing Steps

Additive manufacturing differs from traditional manufacturing in
incrementally adding materials to build a product. In contrast, traditional
manufacturing removes materials to build a product. While additive man-
ufacturing has many benefits, the speed of prototype development and the
speed of prototype for production allow a much faster feedback loop for
physical systems.
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APPENDIX C

TOOLS: QUICK REFERENCE
GUIDE

Throughout this book, many tools and techniques have been shared that
can help you along your journey. While our list is not all inclusive, it pro-
vides a foundational set that has been implemented in many organizations.
Table C.1 summarizes the Industrial DevOps principles, several of the rele-
vant tools or techniques, and when to use them.

Table C.1: Quick Reference Guide

Principle Tool or Technique When to Use
Principle 1: Organizational structure Pick the best structure for your organi-
Organize for the analysis zational goals.
Flow of Value
Value stream mapping Define the mapping of flow from

customer need to product delivery. To
find bottlenecks in flow.

Team Topologies compo- Defining the team structures to con-
sition sider different team types.
Principle 2: Lean canvas Capture business needs, a solution
Apply Multiple summary, and benefits.
Horizons of
Planning Road mapping Define high-level goals over time and

connect strategy to execution.

Patterns of decomposition Decompose the system functionality to
fit into timeboxes.
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Principle

Principle 3:
Implement
Data-Driven
Decisions

Principle 4:
Architect for
Change and Speed

Principle 5:
terate, Manage
Queues, Create
Flow

Tool or Technique

Objective and Key Results

Flow Metrics

Variety of digital tools such
as 3D printing, prototypes,
digital and simulated models,
digital shadows, digital twins,
and emulators.

Modular Open Systems
Approach (MOSA)

Artificial Intelligence and
Machine Learning

Digital Twin

Flow Charts and Visualization
Tools

Experimentation toward a
Solution

Set-Based Design

When to Use

Set high-level strategic objectives for
the organization with defined targeted
results.

|dentify, measure, and analyze the
workflow through your system.

Decide on the tools needed to shift
testing and manufacturing left. May be
part of investment planning as tools
evolve.

Enhance interoperability, flexibility,
scalability, and affordability by promot-
ing modularity and standardization .

Allow architects and systems engineers
to evaluate multiple design options
with multiple parameters and remove
bad options quickly while amplifying
engineering knowledge. Improve
predictive analytics and forecasting.

Reduce risk by testing in a virtual
environment before deploying new
capabilities. Improve predictive
maintenance.

Visualize the flow of the system and
find bottlenecks

Isolate bottlenecks. GAIL iterative
learning and feedback. Test alternate
design decisions.

Explore multiple sets of possibilities
at the subsystem level against broad
targets and proactively explore the
limits of hardware design.
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Principle

Principles 6:
Establish
Cadence and
Synchronization
for Flow

Principle 7:
Integrate Early and
Often

Principle 8:
Shift Left

Tool or Technique
Kanban
Cadence Analysis (consider
factors such as team size,
availability, complexity of
work, and the need for

coordination and feedback)

Program Calendar of Events

CI/CD Pipelines

Incremental Integration

Build Labs Early and Evolve
(e.g., software-in-the-loap,
hardware-in-the-loop, digital
twins)

Behavior-Driven Develop-

ment

Shift-Left Manufacturing

Testing Strategy

When to Use

Visualize and manage queues and the
flow of work through the system.

Determine team and program cadence
for planning and demonstrations.

Schedule recurring planning and
demonstration events for the next
six months to a year out.

Automate and streamline product
development process.

Detect integration issues and provides
opportunities for frequent testing and
feedback.

Enable early and incremental
development and testing with
improved quality.

Ensure you are building the right thing
and that you are building the thing
right.

Enable regular feedback loops to
improve verification in hardware and
manufacturing design and reduce
rework further downstream. Improve
quality, which reduces cost of rework.

Define your testing approach and
invest in the digital environments
required to meet quality standards and
data needs.

INDUSTRIAL DEVOPS - 139



Principle

Principle 9:
Apply a Growth
Mindset

Tool or Technique
Cultural Surveys

Intentionally Architect Culture

Recognition Program

Psychological Safety

T-Shaped Skills

Learning Strategy

Coaching

When to Use
Determine current cultural beliefs.

Drive the organization to implement
new behaviors

Provide a program where peers can
recognize and elevate each other’s
SUCCESSES.

Create an environment where people
feel free to speak up, share their ideas,
share risks, and share failures, which
results in increased innovations,
learning, and successes.

Help teams to deliver faster and fill
gaps. T-shaped skills and cross-
domain learning are critical.

Shape a common language and shared
mental models across leaders, func-
tions, and teams as the new practices
become part of the organization’s
culture.

Help the team and organization
improve their practices to deliver

value with measurable results while
building high-performing teams. This
can be Lean coaches, Agile coaches, or
leaders/managers as coaches.
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NASA’s roadmap to human space exploration,

59

observe-orient-decide-act loop, 60

product vision, 60, 65-66

quarterly plan, 61, 69-71

sample multiyear road map, 67

sprint or iteration, 61

user stories, 61

NASA. See National Aeronautics and Space
Administration
NASA’s Evolutionary Xenon Thruster-Commercial
(NEXT-C), 173
NASCAR advances race car development through
simulation, 99-100
National Aeronautics and Space Administration
(NASA), 9-10, 238
chaos engineering, 107
DART mission, 173
digital twins, 182
roadmap to human space exploration, 59
vision statement of, 65
National Defense Industrial Association (NDIA), 10
National Science Foundation (NSF), 6
NDIA. See National Defense Industrial Association
nested value streams, 46. See also value stream
Agile teams in, 48
for CubeSat Constellation, 46
development value stream, 47
launch vehicle, 49
Netflix, 39
continuous integration, 153
practice of chaos engineering, 186
New United Motor Manufacturing, Inc. (NUMMI),
202
NEXT-C. See NASA’s Evolutionary Xenon
Thruster-Commercial
nightly test environment (NTE), 156
NSE. See National Science Foundation
NTE. See nightly test environment
nuclear reactors, 187
NUMMI. See New United Motor Manufacturing, Inc.
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objective evidence, 82. See also data-driven decision
making
CubeSat development, 83
example backlog with, 84, 85
feedback cycles, 85
iterative development, 86
system-level demonstrations, 82-83
objectives and key results (OKRs), 89-90, 210
observability, 107
observe-orient-decide-act loop (OODA loop), 60. See
also multiple horizons of planning
OKRs. See objectives and key results
OODA loop. See observe-orient-decide-act loop
organizational structure, 39, 212. See also Industrial
DevOps framework; organizing for value
divisional, 41
functional, 40
implementing data-driven decisions, 216
inversing Conway’s law, 212-213
matrixed, 40, 41
optimization, 212-213
schedule, 213-216
shifting, 42
organizing for value delivery, 13, 39, 50-53, 53-54
BMW, 52-53
coaching tips, 54
flow of value, 45-50
from functional silos to Agile value streams,
44
manufacturing floor, 51
organizational structure, 39-42
Saab Aeronautics, 51-52
streamlining value delivery, 39
team composition, 42-44
value stream, 45
OV-1 of Johns Hopkins Test Environment, 173, 174

pair programming, 75
PBAC. See policy-based access control
PC104 standard, 123
PDCA cycle. See plan-do-check-act cycle
PDSA cycles. See Plan-Do-Study-Act cycles
people-centric culture, 243
performance incentives and business outcomes,
193-195
physical architecture, 269. See also systems
engineering
plan-do-check-act cycle (PDCA cycle), 132
Plan-Do-Study-Act cycles (PDSA cycles), 257
Planet Labs, 8-9
Agile aerospace, 125-126
CubeSats, 68
planning. See also Agile planning; multiple horizons
of planning
adaptive, 13
in Agile product development, 28
applying multiple horizons of, 58
empirical, 58
predictive to empirical, 55
rolling wave, 69
platform-as-a-service, 114
PLE. See Product Line Engineering
PMI. See Project Management Institute

policy-based access control (PBAC), 111
predictive process control, 56
Predix, 116
process architecture, 268. See also systems
engineering
process control models, 56
empirical, 56
predictive, 56
predictive vs. empirical, 56-58
product delivery schedule, 213. See also Industrial
DevOps framework
accelerating, 216
business rhythm to update with empirical data,
215
decoupling scope from time, 214-215
early testing and test automation, 218
length of time remaining in, 215
level of detail in, 215
modernizing legacy systems with strangler
pattern, 216-217
optimizing system flow and feedback loops, 218
resource loading approach, 215
schedule grid, 214
strangler pattern in action, 217
streamlining integration, 217-218
structure, 213-214
team alignment, 215-216
production cycle, 255
Product Line Engineering (PLE), 113
product vision, 60, 65-66. See also multiple horizons
of planning
Project Management Institute (PMI), 10
Prosci ADKAR model, 235
prospect theory, 230, 231

quarterly plan, 69. See also multiple horizons of
planning
CubeSat space ground communication use
case, 70
CubeSat team’s quarterly road map, 70, 71
goal of, 70
quarterly road mapping, 61
queuing theory, 134-135
“quiet quitting”, xxvi

Raytheon Technologies (RTX), 8
RBAC. See role-based access control
regulated environments, 238-239
Relativity Space, 112, 154

return on investment (ROI), 220
risk-based testing, 179

Robotic Process Automation (RPA), 4
ROL. See return on investment
role-based access control (RBAC), 111
rolling-wave planning, 69

Royce, Dr. Winston, 57

RPA. See Robotic Process Automation
RTX. See Raytheon Technologies

Saab Aeronautics, 9, 74
built-in escalation path, 96
communicating impediments at Saab, 74-76
daily leadership cadence, 75
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daily planning, 75
daily stand-ups for CubeSat Agile teams, 76
defense and Scrum implementation for
Gripen fighter jet development, 77-78
digital tools and engineering environments,
86-87
mobbing, 75-76
organizing for value delivery, 51-52
Saab Gripen process, 78
SAFe. See Scaled Agile Framework
safety
-critical systems, 33, 60, 186, 187
psychological, 196-197
testing for, 175-176
unintended movement, 175
satellite system, 42. See also CubeSat
cross-system integration, 160
four team types of, 43
loose coupling in, 109
machine-based satellites, 245
miniature satellites, 245-246
smart-satellite technology, 105
testing challenges, 185
three interaction modes of, 44
SBC-2. See Spaceborne Computer-2
Scaled Agile Framework (SAFe), 260
scenarios and use cases, 269. See also systems
engineering
SDE. See software-defined everything
security, 109
architecture for CubeSat, 110
Defense in Depth, 110
patterns support, 110-111
vulnerabilities in cyber-physical system, 109
Zero Trust, 111
SEL See Software Engineering Institute
shift left, 15, 165, 188-189
agile requirements, 167-169
approaches to testing, 176-182
Ariane 5 rocket failure, 165
automation, 169
challenges for testing of cyber-physical sys-
tems, 169-176
coaching tips, 189
Given-When-Then approach, 169
Idaho National Laboratory digital twin-driven
testing, 187
multiple tiers of testing, 182-187
rethinking requirements and testing, 167-169
shifting testing left, 166-167
software testing, 165
Vee model, 166-167
SIL. See software-in-the-loop
simulator, 120-121
situational awareness and envisioning future state,
211-212
SLA. See stereolithography
smart-satellite technology, 105
software/application architecture, 271
client-server architecture, 272
event-driven architecture, 272
evolution, 271
layered architecture, 271-272

microkernel application architecture, 272
microservices architecture, 272
software-as-a-service, 114
software-defined everything (SDE), 105
Software Engineering Institute (SEI), 10
software-hardware integration, 157. See also contin-
uous integration
software-in-the-loop (SIL), 171-172, 218
software testing, 165
SOL. See system of interest
Spaceborne Computer-2 (SBC-2), 119
space market, xxiv
SpaceX, 8, 67,139
developers building software, 169
DevOps, 117
reusable launch technology, 109
Starlink, 67
vision statement of, 65
sprint, 61. See also iteration level
Standish Group CHAOS Report, xxvii
Starlink, 67
State of Agile Report, xxiii
stereolithography (SLA), 277
strangler pattern, 216-217
strategies and DevOps practices, 159-160
success patterns, 233-234, 235
synchronization, 144. See also cadence and
synchronization
SysML. See Systems Modeling Language
system(s), 264. See also systems engineering
architecture, 263-264
deployment, 113-115
of systems, 266, 267
testing, 184-185
system of interest (SOI), 268
systems engineering, 265
basic system, 265
closed system with feedback, 266
complex system, 265-266
complex system of systems, 266
conceptual models, 268-269
development architecture, 268
interface, 267-268
logical architecture, 268
physical architecture, 269
practice evolution, 29
process architecture, 268
scenarios and use cases, 269
system of systems, 266, 267
types of systems, 265
Systems Modeling Language (SysML), 179-180
systems thinking, 262
causal loop, 262
iceberg model, 262-263

TDD. See test-driven development

team composition, 42. See also organizing for value
cross-functional feature teams, 42
modes of team interaction, 43, 44
team types, 43

Team Topologies, 43

Terran, 1, 154

Terran R, 112
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Tesla, 7-8
battery pack, 112
manufacturing teams, 49
net profit per car, 22
optimizing efficiency and scalability, 49
use of digital twins at, 88
test-driven development (TDD), 177
test-first development (TFD), 177
testing. See also cyber-physical systems testing
approaches; cyber-physical systems testing
challenges
acceptance, 187
and test automation, 218
approaches to, 176-182
BVT, 156
challenges for testing, 95, 169-176, 185
chaos engineering for, 186
digital twin-based, 88, 181-182, 187
environments, 171-174
for safety/security, 175-176
forms of, 156
integrating early and iterative, 15
integration, 183-184
model-based, 179-181
multiple tiers of, 182
nuclear reactor, 187
overcoming challenges, 95
real-time performance, 174-175
risk-based, 179
shifting testing left, 166-167
simulated environments and hardware-in-
loop, 95
software, 165
system, 184-185
unit testing, 156, 183
TED. See test-first development
time and scope, 62
decoupling, 62-64
tools and techniques, 279-282
Toyota
improvement kata, 218-219
kanban approach, 135
Lean, 22, 254
maintainability, 115
NUMM]I, 202
Toyota Production System (TPS), 254, 256
TPS. See Toyota Production System
T-shaped skills, 199
TwinOps, 117-118

UAM. See urban air mobility
ultraviolet (UV), 277
unintended movement, 175
unit testing (UT), 156, 183
unlearning, 227
upskilling for success, 233

success patterns, 233-234, 235
urban air mobility (UAM), 126
UT. See unit testing
UV. See ultraviolet

value delivery

organizing for. See organizing for value
delivery
streamlining, 39
Value Management Office (VMO), 89, 210. See also
data-driven decision making
business outcomes, 89-90, 91
demonstrations, 89
measuring flow of value, 90-97
metrics, 89
value stream, 45. See also organizing for value
Agile teams in nested, 48
attitude control system team-of-teams
structure, 47
cross-functional teams, 48, 49-50
of CubeSat, 45, 48
development, 47
empowering Agile teams, 50
launch vehicle nested, 49
management, 256
manufacturing teams, 49
nested, 46-47
orchestrating collaborative, 48
-oriented teams, 13
platform team, 50
types of, 45
value streamlets. See nested value streams
valuetivity, 22
Vee model, 166-167. See also shift left
vehicle rear view cameras, 106
vehicle research center, 162-163
Virtual Reality(VR), 4, 242
virtual reality and augmented reality (VR/AR), 242
VMO. See Value Management Office
VR. See Virtual Reality
VR/AR. See virtual reality and augmented reality

waterfall approach, xxiii, xxiv, 4-5, 56, 57, 257
Agile vs., xxvii
for complex systems, 58
Royce and steps for solutioning a system,
57,58
waterfall life cycle, 57
Westrum’s organizational typology model, 208
WIP. See work in progress
work in progress (WIP), 95, 134, 216. See also flow
of value
bottleneck, 96
cumulative flow diagrams, 96-97
visual tools, 95-96
Wright brothers’ learning approach, 129-130, 132

XP. See eXtreme programming

Zero Trust architecture, 111
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